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I. Introduction 
he encryption algorithm GOST 28147-89 is a 
standard encryption algorithm of the Russian 
Federation. It is based on a Feistel network. This 
encryption algorithm is suitable for hardware and 
software implementation, meets the necessary 
cryptographic requirements for resistance and, 
therefore, does not impose restrictions on the degree of 
secrecy of the information being protected. The 
algorithm implements the encryption of 64-bit blocks of 
data using the 256 bit key. In round functions used eight 
S-box of size 4x4 and operation of the cyclic shift by 11 
bits. To date GOST 28147-89 is resistant to 
cryptographic attacks. 
On the basis of encryption algorithm IDEA and 
scheme Lai-Massey developed the networks IDEA16-2 
and RFWKIDEA16-2, consisting from two round 
function. In the networks IDEA16-2 and RFWKIDEA16-2, 
similarly as in the Feistel network, when it encryption and 
decryption using the same algorithm. In the networks 
used two round function having four input and output 
blocks and as the round function can use any 
transformation. 
As the round function networks IDEA4-2 [1], 
RFWKIDEA4-2 [5], PES4-2 [6], RFWKPES4-2 [7], PES8-
4 [2], RFWKPES8-4 [8] using the round function of the 
encryption algorithm GOST 28147-89 [4] created the 
encryption algorithm GOST28147-89-IDEA4-2 [9], 
GOST28147-89-RFWKIDEA4-2 [10], GOST28147-89-
PES4-2 [11], GOST28147-89-RFWKPES4-2 [12], 
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In this paper, applying the round function of the 
encryption algorithm GOST 28147-89 as round functions 
of the networks IDEA16-2 [14] and RFWKIDEA16-2 [15], 
developed new encryption algorithms GOST28147-89-
IDEA16-2 and GOST28147-89-RFWKIDEA16-2. 
In the encryption algorithms GOST28147-89-
IDEA16-2 and GOST28147-89-RFWKIDEA16-2 block 
length is 256 bits, the key length is changed from 256 
bits to 1024 bits in increments of 128 bits and a number 
of rounds equal to 8, 12, 16, allowing the user 
depending on the degree of secrecy of information and 
speed of encryption to choose the number of rounds 
and key length. Below is the structure of the proposed 
encryption algorithm.  
II.
 




In the encryption algorithm GOST28147-89-
IDEA16-2 the length of subblocks 0X , 1X , 2X ,..., 15X
, length of round keys )1(24 −iK , 1)1(24 +−iK , 2)1(24 +−iK , …, 
15)1(18 +−iK , 1...1 += ni , 16)1(24 +−iK , 17)1(24 +−iK , 18)1(24 +−iK , ..., 
23)1(24 +−iK
 
ni ...1= , 1624 +nK , 1724 +nK , 1824 +nK , ..., 4724 +nK
 
are 
equal to 8-bits. The length of the input and output 
blocks of round functions is 32 bits. This encryption 
algorithm round function GOST 28147-89 is applied 
twice and in each
 
round function employed eight S-
boxes, i.e. the total number of S-boxes is 16. The 
structure of the encryption algorithm GOST28147-89-
PES16-2 is shown in Figure 1 and the S-boxes shown in 
Table 1.
 
Consider the round function block encryption 
algorithm GOST28147-89-IDEA16-2. First the 8-bit 
subblocks 0T , 1T , ..., 7T
 
combined from 32-bit 
subblocks, i.e. =0T
3210 |||||| TTTT , =1T
7654 |||||| TTTT . Subblocks 0T , 1T
 
are summed 
round keys |||||| 18)1(2417)1(2416)1(24 +−+−+− iii KKK
 
19)1(24 +−iK , 






+−+−+−+−+= iiii KKKKTS , 
)||||||( 23)1(2422)1(2421)1(2420)1(241
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Figure 1 :  The scheme n-rounded encryption algorithm GOST28147-89-IDEA16-2 
 
Table 1 : The S-boxes of encryption algorithm GOST28147-89-RFWKPES4-2 
 0x0 0x1 0x2 0x3 0x4 0x5 0x6 0x7 0x8 0x9 0xA 0xB 0xС 0xD 0xE 0xF 
S0 0x4 0x5 0xB 0x9 0xE 0x8 0xD 0x0 0x6 0xC 0xF 0x7 0x2 0x1 0x3 0xA 
S1 0x5 0x4 0xA 0x8 0xF 0x9 0xC 0x1 0x7 0xD 0xE 0x6 0x3 0x0 0x2 0xB 
S2 0xE 0xB 0x4 0x2 0xF 0x7 0xC 0x0 0x8 0x9 0xA 0xD 0x6 0x5 0x3 0x1 
S3 0xF 0xA 0x5 0x3 0xE 0x6 0xD 0x1 0x9 0x8 0xB 0xC 0x7 0x4 0x2 0x0 
S4 0xD 0xC 0xB 0x1 0x4 0x0 0xF 0x3 0x7 0xE 0x5 0x6 0x9 0x2 0x8 0xA 
S5 0xA 0x3 0x4 0x6 0xB 0xF 0x0 0xC 0x8 0x9 0x2 0x1 0xE 0x5 0x7 0xD 
S6 0xB 0x2 0x5 0x7 0xA 0xE 0x1 0xD 0x9 0x8 0x3 0x0 0xF 0x4 0x6 0xC 
S7 0xC 0x5 0x2 0x0 0xD 0x9 0x6 0xA 0xE 0xF 0x4 0x7 0x8 0x3 0x1 0xB 
S8 0xD 0x4 0x3 0x1 0xC 0x8 0x7 0xB 0xF 0xE 0x5 0x6 0x9 0x2 0x0 0xA 
S9 0xE 0x7 0x0 0x2 0xF 0xB 0x4 0x8 0xC 0xD 0x6 0x5 0xA 0x1 0x3 0x9 
S10 0xF 0x6 0x1 0x3 0xE 0xA 0x5 0x9 0xD 0xC 0x7 0x4 0xB 0x0 0x2 0x8 
S11 0x1 0x0 0x7 0x5 0x8 0x4 0xB 0xF 0x3 0xA 0x9 0x2 0xD 0xE 0xC 0x6 
S12 0x2 0x3 0x4 0x6 0xB 0x7 0x8 0xC 0x0 0x9 0xA 0x1 0xE 0xD 0xF 0x5 
S13 0x3 0x2 0x5 0x7 0xA 0x6 0x9 0xD 0x1 0x8 0xB 0x0 0xF 0xC 0xE 0x4 
S14 0x4 0x5 0x2 0x0 0xD 0x1 0xE 0xA 0x6 0xF 0xC 0x7 0x8 0xB 0x9 0x3 
S15 0x5 0x4 0x3 0x1 0xC 0x0 0xF 0xB 0x7 0xE 0xD 0x6 0x9 0xA 0x8 0x2 
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1 |||||||||||||| ssssssssS = . Four bit 
subblocks 0is , 
1































715 sS . The 
resulting 32-bit subblocks 0R , 1R  cyclically shifted left 
by 11 bits and we obtain subblocks 0Y , 1Y : 
1100 <<= RY , 11
1
1 <<= RY . Thereafter 32-bit 
subblocks 0Y , 1Y   divided into four 8-bit subblocks 
0Y , 
1Y , ..., 7Y  i.e., =0Y
3210 |||||| YYYY , =1Y
7654 |||||| YYYY . 
Consider the encryption process of encryption 
algorithm GOST28147-89-IDEA16-2. Initially the 128-bit 




0X , ..., 
15
0X , and performs the following steps: 




0X , ..., 
15
0X  summed by XOR 
respectively with round key 1624 +nK , 1724 +nK , 1824 +nK , 
..., 3124 +nK : jn
jj KXX ++⊕= 162400 , 15...0=j . 




0X , ..., 
15
0X  multiplied and 
summed respectively with the round keys )1(24 −iK , 
1)1(24 +−iK , 2)1(24 +−iK , …, 15)1(24 +−iK , 1...1 += ni  and 
calculated 8-bit subblocks 
0T , 1T , 2T , ..., 7T . This 












































to 8-bit subblocks 0T , 1T , 2T , ..., 7T
 
applied 
round functions and get 8-bit subblocks  0Y , 1Y , 




subblocks 0Y , 1Y , 2Y , ..., 7Y
 
are summed to XOR 




1−iX , ..., 
15




















1 , 7...0=j , 
1=i .
 








1 , 14...1=j ,  1=i  
6. repeating steps 2-5 n times, i.e., ni ...2=  obtain 




nX , ..., 
15
nX . 
7. in output transformation round keys nK 24 , 124 +nK , 




1 +=+ , 
124
141
1 ++ ⋅= nnn KXX , 
224
132
1 ++ += nnn KXX , 
324
123
1 ++ ⋅= nnn KXX , 
424
114
1 ++ += nnn KXX , 
524
105
1 ++ ⋅= nnn KXX , 
624
96
1 ++ += nnn KXX , 
724
87
1 ++ ⋅= nnn KXX , 
824
78
1 ++ ⋅= nnn KXX , 
924
69
1 ++ += nnn KXX , 
1024
510
1 ++ ⋅= nnn KXX , 
1124
411
1 ++ += nnn KXX , 
1224
312
1 ++ ⋅= nnn KXX , 
1324
213
1 ++ += nnn KXX , 
1424
114
1 ++ ⋅= nnn KXX , 
1524
1515
1 ++ += nnn KXX  




1+nX , ..., 
15
1+nX  are summed 
to XOR with the round 3224 +nK , 3324 +nK , 3424 +nK , .., 




n KXX ++++ ⊕= 322411 , 7...0=j . 







1 ||...|||||| ++++ nnnn XXXX . 
III. KEY GENERATION OF THE ENCRYPTION 
ALGORITHM GOST28147-89-IDEA16-2 
In n-round encryption algorithm GOST28147-
89-IDEA16-2 in each round used twenty four round keys 
of the 8-bit and output transformation sixteen round keys 
of the 8-bit. In addition, before the first round and after 
the output transformation we used sixteen round keys of 
8-bits. Total number of 8-bit round keys is equal to 
24n+48. In Figure 4 encryption used encryption round 
keys ciK  instead of 
c
iK , while decryption used 
decryption round keys diK . If  n=8 then need 240 to 
generate round keys, if  n=12, you need to generate 
336 round keys and if n=16 need 432 to generate round 
keys. 
The key encryption algorithm K of length l  (
1024256 ≤≤ l ) bits is divided into 8-bit round keys cK 0 , 
cK1 ,..., 
c
LenghtK 1− , 8/lLenght = , here },...,,{ 110 −= lkkkK
, },...,,{ 7100 kkkK
c = , },...,,{ 15981 kkkK
c = ,..., 
},...,,{ 1781 −−−− = lll
c
Lenght kkkK  and 
c
Lenght




L KKKK 110 ... −⊕⊕⊕= . If  0=LK  then LK  is 
chosen as 0xC5, i.e. LK =0xC5. Round keys 
c
iK , 
4724... += nLenghti  are computed as follows 
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i KRotWordSboxKSboxK +−− ⊕=  
LK⊕ . After each round key generation the value LK  is 
cyclic shift to the left by 1 bit. Here, RotWord8()-cyclic 
shift to the left of 1 bit of the 11-bit subblock, Sbox-
transformation a 8-bit subblock in the S-boxes, 
)(||)()(0 11
0




8 tStSSSbox =  
and 0t , 1t -four bit subblock, 10 || ttT = -eight bit 
subblock. 
Decryption round keys diK  are computed on 
the basis of encryption round keys ciK  and decryption 
round keys of the output transformation associate with 










































































Decryption round keys of the first round 
















































































































Decryption round keys of the second, third and 













































































































































































 Decryption round keys applied to the first round 
and after the output transformation associated with the 
encryption round keys as follows: c jn
d




jn KK ++++ = 16243224 , 7...0=j .
 IV.
 
THE STRUCTURE OF THE ENCRYPTION 
ALGORITHM GOST28147-89-RFWKIDEA16-2
 
In the encryption algorithm GOST28147-89-
RFWKIDEA16-2 the length of subblocks 0X , 1X , 2X
,..., 15X , length of round keys )1(16 −iK , 1)1(16 +−iK , 2)1(16 +−iK , 
…, 15)1(16 +−iK , 1...1 += ni ,  1616 +nK , 1716 +nK , 1816 +nK , ..., 
4716 +nK
 
are equal to 8-bits. The length of the input and 
output blocks of round functions is 32 bits. This 
encryption algorithm round function GOST 28147-89 is 
applied twice and in each round function employed 
eight S-boxes, i.e. the total number of S-boxes is 16. The 
structure of the encryption algorithm GOST28147-89-





3210 |||||| TTTT , =1T
7654 |||||| TTTT . 32-bit subblocks 0T , 1T
 
divided into 

































4 |||||| tttt .
 
Four bit subblocks 0it , 1it , 7...0=i
 

































311 tStStStStS . 
 
The resulting 32-bit subblocks 0R , 1R
 
cyclically shifted 
left by 11 bits and we obtain subblocks 0Y , 1Y : 
1100 <<= RY , 11
1
1 <<= RY . Thereafter 32-bit 
subblocks 0Y , 1Y
 
divided into four 8-bit subblocks 0Y , 
1Y , ..., 7Y
 
i.e., =0Y
3210 |||||| YYYY , =1Y
7654 |||||| YYYY .
 
Consider the encryption process of encryption 
algorithm GOST28147-89-IDEA16-2. Initially the 128-bit 




0X , ..., 
15
0X , and performs the following steps:
 




























































Consider the round function block encryption 
algorithm GOST28147-89-RFWKIDEA16-2. First the 8-bit 
subblocks 0T , 1T , ..., 7T combined from 32-bit 
© 2016   Global Journals Inc.  (US)
 Figure 2 :
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0X , ..., 
15
0X  summed by XOR 
respectively with round key 1616 +nK , 1716 +nK , 1816 +nK , 
..., 3116 +nK  i.e jn
jj KXX ++⊕= 161600 , 7...0=j . 




0X , ..., 
15
0X  multiplied and 
summed respectively with the round keys )1(16 −iK , 
1)1(16 +−iK , 2)1(16 +−iK , ..., 15)1(16 +−iK  and calculated 8-bit 
subblocks 0T , 1T , 2T , …, 7T . This step can be 








































17 +−−+−− +⊕⋅= iiii KXKXT , 1=i . 
3. to 8-bit subblocks 0T , 1T , 2T , ..., 7T  applied round 
functions and get 8-bit subblocks  0Y , 1Y , 2Y , ..., 
7Y . 
4. subblocks 0Y , 1Y , 2Y , ..., 7Y  are summed to XOR 




1−iX , …,  
15





















7...0=j , 1=i . 








1 , 14...1=j ,  1=i . 
6. repeating steps 2-5 n times, i.e., ni ...2=  obtain 




nX , ..., 
15
nX . 
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7. in output transformation round keys nK16 , 116 +nK , 
216 +nK , ..., 1516 +nK  are multiplied and summed into 




nX , ..., 
15
nX , i.e. 
nnn KXX 16
00
1 +=+ , 116
141
1 ++ ⋅= nnn KXX , 
216
132
1 ++ += nnn KXX , 316
123
1 ++ ⋅= nnn KXX , 
416
114
1 ++ += nnn KXX , 516
105
1 ++ ⋅= nnn KXX , 
616
96
1 ++ += nnn KXX , 716
87
1 ++ ⋅= nnn KXX , 
816
78
1 ++ ⋅= nnn KXX , 916
69
1 ++ += nnn KXX , 
1016
510
1 ++ ⋅= nnn KXX , 1116
411
1 ++ += nnn KXX , 
1216
312
1 ++ ⋅= nnn KXX , 1316
213
1 ++ += nnn KXX , 
1416
114
1 ++ ⋅= nnn KXX , 1516
1515
1 ++ += nnn KXX . 




1+nX , ..., 
15
1+nX  are summed 
to XOR with the round key 3216 +nK , 3316 +nK , 3416 +nK , .., 




n KXX ++++ ⊕= 321611 , 7...0=j . 







1 ||...|||||| ++++ nnnn XXXX . 
V. KEY GENERATION OF THE ENCRYPTION 
ALGORITHM GOST28147-89-RFWKIDEA16-2 
In n-round encryption algorithm GOST28147-
89-IDEA16-2 in each round used sixteen round keys of 
the 8-bit and output transformation sixteen round keys of 
the 8-bit. In addition, before the first round and after the 
output transformation we used sixteen round keys of 8-
bits. Total number of 8-bit round keys is equal to 
16n+48. In Figure 4 encryption used encryption round 
keys ciK  instead of iK , while decryption used 
decryption round keys diK . 
The key encryption algorithm K of length l  (
1024256 ≤≤ l ) bits is divided into 8-bit round keys cK 0 , 
cK1 ,..., 
c
LenghtK 1− , 8/lLenght = , here },...,,{ 110 −= lkkkK
, },...,,{ 7100 kkkK
c = , },...,,{ 15981 kkkK
c = , ..., 
},...,,{ 1781 −−−− = lll
c
Lenght kkkK  and 
c
Lenght
cc KKKK 110 ||...|||| −= . 
Then we calculate cLenght
cc
L KKKK 110 ... −⊕⊕⊕= .  
If 0=LK  then LK  is chosen as 0xC5, i.e. LK =0xC5. 
Round keys ciK , 4716... += nLenghti  are computed 




i KSboxK  
L
c
Lenghti KKRotWordSbox ⊕+− ))((1 1 . After each round key 
generation the value LK  is cyclic shift to the left by 1 bit. 
Here, RotWord8()-cyclic shift to the left of 1 bit of the 11-
bit subblock, Sbox-transformation a 8-bit subblock in the 
S-boxes, )(||)()(0 13
0
2 tStSTSbox = , 
)(||)()(1 111
0
10 tStSTSbox = , 
10 || ttT =  and 0t , 1t -four 
bit subblock, T -eight bit subblock. 
Decryption round keys diK  are computed on 
the basis of encryption round keys ciK  and decryption 
round keys of the output transformation associate with 






































































Decryption round keys of the first round 























































































Decryption round keys of the second, third and 
































































































































Decryption round keys applied to the first round 
and after the output transformation associated with the 
encryption round keys as follows: c jn
d




jn KK ++++ = 16163216 , 7...0=j  
VI. RESULTS 
As a result of this study built a new block 
encryption algorithms called GOST28147-89-IDEA16-2 
and GOST28147-89-RFWKIDEA16-2. This algorithm is 
based on a networks IDEA16-2 and RFWKIDEA16-2 
using the round function of GOST 28147-89. Length of 
block encryption algorithm is 128 bits, the number of 
rounds and key lengths is variable. Wherein the user 
depending on the degree of secrecy of the information 
and speed of encryption can select the number of 
rounds and key length. 
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It is known, that the S-box encryption algorithm 
GOST 28147-89 are secret and used as a long-term key. 
following Table 2 summarizes options openly declared 
S-box such as: deg -degree of algebraic nonlinearity; 
NL -nonlinearity; λ -resistance to linear cryptanalysis; δ
-resistance to differential cryptanalysis; SAC-strict 
avalanche criterion; BIC-bit independence criterion.To S-
box was resistant to cryptanalysis it is necessary that the 
values deg   and NL  were large, and the values  λ ,  δ ,  
SAC and BIC small. In block cipher algorithms 
GOST28147-89-IDEA16-2 and GOST28147-89-
RFWKIDEA16-2 for all S-boxes, the following equation: 
3deg = , 4=NL , =λ 0.5, =δ 3/8, SAC≤ 2, BIC≤ 4, 
i.e. resistance is not lower than the algorithm GOST 














































































































































In this way, built a new block encryption 
algorithms called GOST28147-89-IDEA16-2 and 
GOST28147-89-RFWKIDEA16-2 based on networks 
IDEA16-2 and RFWKIDEA16-2 using the round function 
of GOST 28147-89. Installed that the resistance offered 
by the author block cipher algorithm not lower than the 
resistance of the algorithm GOST 28147-89. 
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